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41. Introduction

In today’s fast-paced and interconnected 
world, the need for timely anticiptory alerts 
has become increasingly crucial. These alerts 
serve as indispensable tools for detecting and 
predicting potential risks, allowing individuals, 
organizations, and governments to take proac-
tive measures. 

In this Exxeta Working paper on Risk Man-
agement we will delve into the enhancement 
of early warning systems through the incor-
poration of new risk drivers and the adoption 
of advanced technology. The importance of 
digital risk transformation has been high-
lighted by global CEOs and CROs who express 
concerns about automating critical operations 
and relying on automated judgments. Ex-
tensive research and discussions have raised 
questions about the mandate, role, and organ-
ization of the risk function in the digital era, 
as well as the necessary skills, talent, culture, 
and work methods for a digitized risk function. 
Additionally, there is a need to understand how 
to initiate a transformation program and the 
potential effects of such a transformation. 

The impact of data, analytics, and digital tools 
on risk-related aspects extends to all facets of 
life, including the banking sector.  

Initially, banks focused their digitization ef-
forts on enhancing customer-facing experienc-
es such as onboarding and servicing. However, 
the scope of transformation has expanded, 
with risk management becoming a vital area 
of focus. Recognizing the value of digitizing 
risk, banks are now prioritizing investments in 
this domain. In fact, digital risk transforma-
tions are already in progress in major banks, 
with over two-thirds of G-SIBs reporting the 
implementation of such transformations. To 
keep pace with the rapidly evolving digital 
landscape, the risk function must accelerate its 
digitization efforts. Trends like the use of gen-
erative AI and widespread data access make 
it increasingly challenging to maintain analog 
operations as customer-facing activities and 
processes transition into the digital age. Bank-
ing clients, seeking to maintain a competitive 
advantage, have raised the demand for early 
warning systems that provide actionable infor-
mation well in advance. 

As we delve into this paper, we will focus on 
the enhancement of early warning systems by 
incorporating new risk drivers and leveraging 
advanced technology. By gathering and ana-
lyzing data from diverse and unconventional 
sources such as social media platforms  
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(e.g., Twitter, Reddit), business-review ratings, 
and the entire supply chain, the risk function 
can enhance its ability to identify emerging risks. 
Automation of processes and collaboration 
with other stakeholders will facilitate efficient 
decision-making and reduce biases. Advanced 
analytics will further enhance the consistency 
and accuracy of risk models, while a flexible risk 
data architecture will enable seamless integra- 
tion of risk solutions into various banking plat-
forms. Leadership will benefit from self-serve risk 
explorer dashboards, informed by comprehen-
sive risk capabilities, enabling them to act on 
risk-driven strategic guidance well in advance. 

To fully unlock the potential of the risk function 
and provide timely, in-depth, and forward-look- 
ing insights and guidance, a comprehensive 
evaluation and redefinition of its mandate, po-
sition, organizational structure, culture, talent 
pool, and operational methods will be crucial. 
Risk managers widely agree that establishing 
this digital state within banks will in the near 
future have significant financial implications, 
ensuring resilience and success in the dynamic 
digital era. By undertaking the digitalization 
of credit procedures, financial institutions can 
enhance their operations in the face of emerg-
ing challenges. The implementation of digital 

transformation in credit risk management has 
resulted in increased transparency in risk as-
sessment. It enables financial institutions to 
adopt a more robust approach to risk manage-
ment, potentially expanding their operations. 
This includes implementing risk-based pricing 
strategies tailored to specific clients, providing 
expedited customer service without compro-
mising risk thresholds, and improving portfolio 
management. Automating credit processes 
and digitizing crucial stages in the credit value 
chain can lead to cost reductions of up to 50 
percent. Moreover, digitizing credit risk offers 
additional benefits, such as protecting bank 
revenue and reducing the likelihood of loss by 5 
to 10 percent. 

However, several risk-related procedures in fi-
nancial institutions still lack digital capabilities. 
While resources have been allocated to develop 
digital credit risk interfaces, customer demand 
for seamless digital financial management 
remains unmet. Enhancing digital capabilities 
in client-facing operations presents significant 
opportunities. Financial institutions need to 
explore the credit risk value chain to identify 
areas for value generation through digital 
transformation. A comprehensive mapping and 
analysis of the credit risk workflow will help 
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identify and utilize these opportunities system-
atically. Evaluating the financial benefits of 
revenue enhancement, cost minimization, and 
credit risk mitigation at each stage, consider-
ing implementation expenses, will help pinpoint 
the most lucrative domains for digital trans-
formation. The development of a digital credit 
risk initiative necessitates acknowledging the 
unique characteristics of the risk function that 
differentiate it from other functions, such as 
frontline digital Wealth Management. Regulators 
are unlikely to accept the traditional character- 
istic approaches of conventional digital trans-
formations when it comes to risk management. 
Conducting live launches of „minimum loveable 
products“ for the purpose of assessing and im-
proving in production is generally not a suitable 
approach for most high-risk endeavors. Most 
digitization strategies prioritize enhancing the 
customer experience. 

The realm of digital risk encompasses the in- 
volvement of external customers in certain do-
mains, such as credit value chain and its deliv-
ery. However, the primary emphasis is placed 
on internal customers, stakeholders, and regu-
latory bodies in most areas. Furthermore, the 
management of digital credit risk is an interde-
pendent undertaking that relies on information 

from all organizational units and operations. 
The pace of development is constrained by the 
diligent handling of these interdependencies. 
Innovative methodologies, such as agile and 
digital labs, offer efficacious alternatives for 
gradually executing solutions.
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82. Enhancement of current monitoring function 

2.1

UNDERSTANDING 
EARLY WARNING 
AND ITS  
COMPETITIVE 
ADVANTAGE

2.1 Understanding Early Warning and its competitive advantage

The basic principle in early-warning modeling 
is to inform on various contributors to financial 
distress. It deals with contributors that „pave 

the way” to performance issues with the pur-
pose of avoiding vulnerabilities all together. 
As such it lends itself to long-term predictions 
and less to exact timing of a trigger leading 
to financial distress. Specifically, in the bank-
ing sector these systems should be supported 
by appropriate IT and data infrastructure to 
detect increased credit risk in different portfo-
lios, sub-portfolios, industries, geographies, and 
individual exposures. 

The Early Warning Indicators (EWIs) should 
have predefined trigger levels aligned with 
credit risk appetite and policies, along with 
escalation procedures and assigned respon-
sibilities for follow-up actions. Furthermore, 
the framework should consider the relevance 
of indicators in relation to transaction char-
acteristics, borrower types, or homogeneous 
portfolio groups. When an EWI is triggered at 
the individual exposure, portfolio, sub-portfo-
lio, or borrower group level, institutions should 
apply more frequent monitoring and consider 
placing them on a watch list. They should also 
undertake predefined measures and mitigation 
actions. The risk management function, heads 

of credit granting functions, and the manage-
ment body should regularly review specific 
reports generated from monitoring the watch 
list. Institutions should tailor their contact and 
communication with borrowers during payment 
difficulties based on individual circumstances, 
following the guidelines on arrears and foreclo-
sure provided by the regulatory body. As part 
of ongoing credit risk monitoring, institutions 
should consider various signals indicating credit 
quality deterioration. These signals include 
negative macroeconomic events, adverse 
changes in borrowers' financial positions, sig-
nificant drops in turnover or cash flow, devia-
tions from forecasts or business plans, changes 
in credit risk of transactions, market volatili-
ty, and other factors affecting the borrower's 
ability to meet debt obligations. Institutions 
should take immediate action, in accordance 
with their policies and procedures, when an 
EWI is triggered. Relevant credit decision-mak-
ers should assess the severity of the event and 
propose suitable actions and follow-up, docu-
mented, and communicated to the institution 
for further implementation. 
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EXHIBIT: 1 - Understanding Early Warning, from Early, Late to Action of Last Resort

Exhibit 1 depicts a chronological sequence of 
warning indicators occurring at distinct time 
intervals, spanning from over 12 months to 10 
days. The horizontal axis is demarcated with 
markings at regular intervals, thereby enabling 
a sequential representation of time. Early 

warning signals with low risk are displayed at 
the leftmost end of the timeline, beyond the 
12-month mark. This time frame represents 
the most effective chance to take proactive 
measures. The view implies that there exists a 
sufficient duration to recognize potential risk 
and execute measures aimed at mitigating 
risks. The initial phase provides a favorable 
opportunity to exercise caution and implement 

proactive measures to alleviate any poten-
tial hazards. As the time frame approach the 
present time, it becomes apparent that at the 
12-month juncture, there are early warning in-

dicators that suggest a moderate level of risk. 
Within this temporal framework, the horizon 
of time remains sufficiently distant, affording 
both the client and the financial institution the 
opportunity to mitigate their positions‘ risk. 
The quality of the available data is sufficient to 
enable the development of dependable predic-
tive models. This time frame presents a chance 
to carefully observe the circumstances, make 
well-informed choices, and adapt investment or 
lending tactics correspondingly.

•	Best opportunity to 

respond proactivel

•	The best time to start 

exercising prudence 

and using risk -reduc-

tion measures

•	Time horizon is well in 

advance allowing the 

client and the financial 

institution to de-risk​

•	Exposures offer good 

quality data  enabling  

good predictive models

•	Distress is evident for cred-

it risk management and 

Relationship Managers ​

•	Further possibility most 

to apply de-risk measure

•	Collateral Short-

fall​

•	Margin Call ​

•	Liquidation​

•	Recovery

> 12 months 12 months

Early Warning

LOW RISK HIGH RISK

Late Warning Actions of last resort

6 months

A-IRB Time Horizon

(Standard Predictive Time Window)

3 months 10 days t0
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As we look towards the near-term future, spe-
cifically at the three-month mark, we have 
detected late warning signals that carry a 
moderate level of risk. During this phase, the 
manifestation of distress becomes apparent in 
the realm of credit risk management, prompt-
ing heightened involvement from Relationship 
Managers. The urgency to implement de-risk-
ing measures is increasing. Conducting a thor-
ough evaluation of the available alternatives, 
reassessing one‘s stance, and implementing 
appropriate measures to alleviate the poten-
tial hazards linked to the detected cautionary 
indications are of utmost importance. Upon 
reaching the 10-day threshold, indicators of 
elevated risk become apparent. This stage sig-
nifies the final option for implementing meas-
ures. The imperative to confront the hazards is 
currently at its apex, and expeditious actions 
must be taken to alleviate possible damages  
or unfavorable outcomes. The current era 
necessitates resolute measures to proficiently 
handle the hazards, considering the restricted 
timeframe at hand. The purpose of the chart is 
to visually depict the chronological sequence of 
warning indicators, levels of risk, and suggested 
courses of action. This aids stakeholders in 
comprehending the ideal timing for proactive 
responses, the significance of implementing risk 

reduction measures early on, and the crucial 
nature of prompt actions in the face of high-
risk circumstances. Through the utilization of 
this chart, both individuals and organizations 
can proficiently manage and navigate poten-
tial risks across varying timeframes.

Early risk detection in the finance industry is 
greatly aided by the Early Warning System 
(EWS). The EWS offers a wide range of signals 
over a period of more than six months. Consoli-
dating these signals and lowering false positive 
results is difficult, especially when using static 
rules. It‘s crucial to remember that signals are 
constantly suggestive and call for additional 
research.

Customers are seen to be included in the pro-
cess as early as possible, ideally before the 
„Action of Last Resort“ is required. The EWS is 
already being used in the first line of defence, 
maybe even for the top 100 consumers, accord-
ing to conversations with Exxeta clients. This 
emphasizes the significance of early risk identi-
fication and management. Customers‘ partici-
pation in the EWS enables proactive risk man-
agement and gives them the chance to reduce 
risk before it‘s too late. Potential risks can be 
recognized and swiftly addressed by applying 

2.1 Understanding Early Warning and its competitive advantage
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the EWS in the first line, enhancing the credit 
portfolio‘s long-term stability.

A comprehensive strategy is necessary for the 
implementation or adjustment of early warn-
ing procedures in the credit industry to satis-
fy regulatory requirements and maintain the 
efficiency of early warning systems. It may be 
advantageous to use automation technologies 
like Robotic Process Automation (RPA) to gen-
erate early warning reports and to use machine 
learning to increase efficiency. Early warning 
systems can be tailored to portfolios, allowing 
monitoring frequency and effort to be adjust-
ed accordingly. Early warning methods should 
be modified or implemented in an organized 
manner using tested frameworks. The value 
contribution of early warning systems should 
be considered when implementing a compre-
hensive IT architecture gradually. To secure 
support and commitment from senior manage-
ment, it is crucial to measure the results on the 
profit and loss statement.

2.1 Understanding Early Warning and its competitive advantage
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2.2

CURRENT  
EWS

In recent years, especially in the wake of big 
occurrences like the Subprime Crisis, Euro Crisis, 
Franks Shock, and the Covid Pandemic, existing 
Early Warning Systems (EWS) have encoun-
tered substantial difficulties and deficiencies. 
These incidents have brought to light several 
flaws, including poor models, problems with 
interpretability, and ineffective notifications 
such as a high degree of false positives. The 
historically low investment in risk management, 
which many banks sometimes overlook or see 
as secondary, is a significant contributor to 

2.2 Current EWS

EXHIBIT: 2 - Key criteria for segmenting credit portfolios for the determination of EWI

these circumstances. Certain automation meth-
ods, such as Margin Call Automation, weren‘t 
steadily implemented until pivotal times like 
the Subprime Crisis. However, due to a lack 
of a strategic approach to take advantage of 
the advances in technology and techniques, 
many institutions continue to primarily rely on 
Excel-based solutions. This goes beyond rule-
based systems with infrequent input parameter 
checking by implementing artificial intelligence 
techniques such as pattern recognition and au-
tomated rule development.

Early Warning 

Segments

Monitoring frequency​

Degree of manual  

monitoring effort​

Availability of  

market expertise

Monitoring relevance​

Monitoring content
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Process and Structure of an Early Warning 

System

Nearly all financial organizations have similar 
structures for their credit operations. The first 
step is determining the degree to which vari-
ous credit portfolios should be monitored along 
with regulatory representatives. It‘s critical to 
establish portfolio structures and boundaries in 
a way that makes it possible to analyze each 
portfolio effectively and efficiently. Experi-
ence has demonstrated that early market side 

EXHIBIT: 3 - Segmentation Criteria 

involvement in this process increases participa-
tion willingness and, as a result, improves early 
warning efficacy and efficiency. The portfolios 
must then be segmented to create so-called 
early warning segments. Processes and the 
subject matter to be evaluated are properly de-
signed using early warning segments and levels. 
Based on this, two-dimensional assignments 
are made for early warning systems and trig-
gers. The following traits, according to experi-
ence, serve as useful segmentation criteria:

Relevance of  

Monitoring

This criterion considers the amount of credit being watched. Greater monitoring relevance is  

indicated by a bigger credit volume.

Monitoring  

Content

The signals and triggers that are used for monitoring are covered by this criterion.  

Depending on their features, different portfolios could need various triggers.

Monitoring  

Frequency

This criterion establishes the regularity of monitoring operations. It depends on the informational 

availability and detail for each portfolio.

Degree of manual  

monitoring effort

The complexity and size of the credit business are taken into consideration when determining the 

degree of manual monitoring effort. Depending on the type of portfolio, it decides how much  

manual monitoring is necessary.

The availability of  

market expertise

The availability of market expertise is assessed using this criterion to determine the degree of

market knowledge necessary for efficient monitoring. Complex transactions could necessitate the

use of specialist knowledge, which is frequently transaction-specific and held by only a few people

inside the institution.

2.2 Current EWS
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Financial institutions can create reliable and personalized early warning systems that enable ef-
ficient risk management in their credit portfolios by taking these factors into account. By consid-
ering these criteria, financial institutions can establish robust and tailored early warning systems 
that enable effective risk management in their credit portfolios.

EXHIBIT: 4 - Process for Defining Early Warning Signals

Creating an early  

warning matrix

Identifying potential  

triggers and signals

Describing triggers  

and signals

Evaluating Triggers  

and signals

Aligning early warning segments  

and levels to establish a comprehen-

sive overview of existing procedures  

and triggers, facilitating effective 

management and monitoring of  

early warning systems.

Achieved through expert surveys 

using the Delphi method, which 

is particularly suitable for man-

ual triggers that lack automated 

data analysis capabilities.

Triggers can be essentially differentiated 

and described based on the following 

distinguishing factors:​

•	Monitoring level - differentiation based 

on risk group, individual customer, and 

account​

•	Monitoring segment - differentiation 

based on customer group, exposure vol-

ume, or complexity level of the exposure

Assessing the validity, de-

velopment, maintenance, 

and application costs of 

the triggers, as well as the 

potential quantity of cor- 

responding signals that 

may trigger a subsequent 

process.

2.2 Current EWS
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Once the segmentation criteria have been 
established, the next step is to define early 
warning signals. The following approach has 
been established for this purpose (see Exhibit 4 
for reference):

1.	A matrix is formed from early warning seg-
ments and levels, which can be addressed 
with dedicated processes and triggers. The 
matrix provides an optimal overview of the 
existing early warning procedures as the 
process continues.

2.	The identification of potential triggers and 
signals is best formulated through expert 
surveys using the Delphi method. This method 
is also suitable for potential manual triggers 
where there is no automated data basis for 
evaluation.

3.	This step involves using data mining techniques 
to identify potential early warning signals 
in existing data histories. These techniques 
analyze large datasets to identify frequent 
patterns that indicate a high likelihood of 
future defaults. Triggers are classified based 
 on distinguishing characteristics such as 
monitoring levels (risk groups, individual 
customers, accounts) and monitoring 

segments (customer groups, exposure volume, 
complexity). Triggers can be qualitative or 
quantitative in nature, and they can be cap- 
tured manually or automatically depending 
on their measurability. The information 
source also plays a role in trigger classification.

4.	At the quantitative level, triggers and signals 
are evaluated on their individual but also 
collective merits. Correlations and time align- 
ment with periods of distress or economic 
downturn are a first step in establishing 
quality and usefulness. Next steps usually in-
clude a multivariate analysis within a set of 
candidate triggers/signals that can produce 
sets of possible indicator sets. Finally, as 
time passes new observations become avail- 
able and the warning success rate can be 
observed. If found prudent, as is often the 
case, recalibration can be performed. Cur-
rently, key risk models are reassessed and 
recalibrated at least once per year.

2.2 Current EWS
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Aligning to regulatory drivers 

EXHIBIT: 5 - Essential Key Focus Areas in a Credit Risk Monitoring Framework

Maintenance of a  

Comprehensive  

Reporting Time Series 

Generation of  

Granular Risk Data

Effective Monitoring  

of Credit Exposures

Efficient Data  

Gathering and  

Compilation

•	Enabling generation of granular risk data.​

•	Risk data is compatible with institutions’ own risk man-

agement purposes.​

•	Risk data meets requirements of competent authorities 

for prudential and statistical reporting, supervisory 

stress testing, and crises management.

•	Enabling automated gathering and compilation of credit 

risk data, minimizing manual processes.​

•	Timely and accurate reporting of credit risk information 

is facilitated.​

•	Enhances risk management capabilities and deci-

sion-making processes.

•	Ensuring maintenance of an appropriate time series of 

reporting.​

•	Captures current exposures, new types of lending, and 

early warning indicators.​

•	Covers the credit risk planning horizon.​

•	Supports tracking and analysis of credit risk trends.​

•	Facilitates proactive risk management and adaptation 

of strategies.

•	Enabling effective monitoring of all credit exposures and 

collateral.​

•	Provides a clear overview of the credit decision-making 

process.​

•	Ensures transparency and traceability in credit-related 

activities.

2.2 Current EWS

Exhibit 5 showcases the effective incorporation of the Loan Origination Early Warning Require-

ments outlined by the European Banking Authority (EBA) in their Final Report (EBA LOM).
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of the credit decision-making process. It assists 
with risk reduction measures and supports the 
upkeep of a sound credit portfolio.

Upkeep of an acceptable reporting time series:

 

The framework maintains an up-to-date re-
porting time series that includes recent expo-
sures, loan products, and early warning signs. 
This enables proactive risk management and 
adaptation to changing market conditions. In-
stitutions can enhance risk management, make 
informed judgments, and maintain a strong 
credit portfolio through careful consideration 
of these variables and implementing a well-
designed credit risk monitoring system. Regula-
tors recognize the importance of incorporating 
Early Warning Signals and customizing the 
framework to different credit types, ensuring 
thoroughness and flexibility. This approach en-
ables more effective monitoring and detection 
of potential hazards, prompt action, and re-
duces the risk of financial difficulty. It empha-
sizes the balance between a uniform regulatory 
framework and flexibility to account for different 
credit instruments.

Institutions should think about how to build and 
apply their framework for credit risk monitoring. 
These are important things to think about:

Infrastructure for data and the framework: 
Automating the collection and compilation of 

credit risk data is made possible in large part 
by the framework and data infrastructure. 
Institutions can increase the effectiveness and 
accuracy of data gathering by reducing manual 
processes. This improves risk management ca-
pabilities and supports informed decision-making 
processes by enabling rapid and accurate report-

ing of credit risk information. Institutions can 
produce comprehensive and targeted risk data 
thanks to the framework and data infrastructure. 
This information complies with the needs of 
competent authorities as well as their own risk 
management goals. It guarantees adherence to 
supervisory stress testing, prudential and statis- 
tical reporting, and crisis management. Institu-
tions gain more insight into their risk profiles by 
having granular risk data. Effective monitoring 

of all credit exposures and collateral is made 
possible by the framework and data infrastruc-
ture, which offer the essential instruments. The 
openness and traceability of credit-related 
actions are ensured by this monitoring capabil-
ity, which provides a comprehensive overview 
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2.3

CURRENT  
ENHANCEMENT 
CONSIDERATIONS 

2.3 Current Enhancement Considerations 

Banks are aware of the conventional sources 
and triggers, such as rating deterioration 
and financial reports, that they monitor. New 
stressors, such as interruptions in the global 
supply chain and incidents like the GameStop 
Short Squeeze, however, demand attention. 
Even though these factors are acknowledged, 
many banks continue to use stand-alone Excel- 
based solutions. It is crucial to update existing 
procedures and broaden the Early Warning  
System (EWS) to include more signals to address 
this. In this development, the watchlist may be 
enhanced by automation and dynamic control, 
the integration of Social Media Sentiment Scores 
with unfavourable news indications, and more. 
Prioritizing should also be given to aspects like 
second-order concentrations, supply-chain risks, 
and sustainability factors including physical and 
transition risks, disability risks, and reputation 
risks. Effective risk management in banks de-
pends on modifying the EWS to consider these 
changing issues and making use of cutting-edge 
tools and indicators.

A variety of triggers are used by an efficient 
early warning system to identify possible 
dangers and problems. These triggers can be 
broadly divided into two categories: manual 
expert triggers and technical triggers.  

Technical triggers offer objective measurements 
to signal potential risks and are based on quan-
titative data. Monitoring overdrafts, examin-
ing credit default swap spreads, and keeping 
watch of changes in credit line drawings above 
a predetermined level are a few examples of 
technical triggers. These alerts use data from 
the bank's credit systems to identify deviations 
from thresholds or regular trends that might 
point to a higher risk. However, manual expert 
triggers rely on the knowledge of credit risk 
officers and relationship managers. To identify 
possible threats, these triggers rely on subjective 
assessment and soft characteristics. Relation-
ship managers might, for instance, view interim 
financial data or personal issues with business 
owners as signs of declining financial health. 
They offer priceless insights that quantitative 
statistics might not be able to fully capture. 
Banks can develop a thorough early warning 
system that detects a variety of potential 
threats by including both manual and technical 
expert triggers. These indicators serve as warn-
ing signs, prompting banks to take additional 
steps like tighter scrutiny, more monitoring, or  
the implementation of risk mitigation techniques.  
Combining quantitative and qualitative triggers 
improves banks' capacity to proactively recog-
nize and resolve issues related to their clients.
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EXHIBIT: 6 – Exemplary Conceptual View for an EWS in Securities Backed Lending

EXHIBIT 6 exemplifies the inclusion of social media risk sentiment as a potential expansion of 
the Early Warning Signal family. Chapter 3 provides detailed information on this aspect.

2.3 Current Enhancement Considerations 
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Reputation is a valuable intangible asset for any 
organization. It comes in many forms, whether 
it is in the eyes of a business partner, a client, 
or the general public. For an institution like a 
bank, a good reputation can take years to build 
and moments to shatter. Among the various 
relationships upon which an organization esta- 
blishes its reputation, the one established with 
the public is by far the most important. A strong 
reputation in the public’s eye is above all else 
based on trust, transparency, and ethical con-
duct. A positive reputation enhances an institu-
tion‘s brand value, attracts clients, and helps it 
maintain a stronghold in the hearts and minds 
of their customers.

The risk of reputation loss refers to the poten-
tial damage to an organization‘s or individual‘s 
reputation that can result from negative public 
association, loss of trust, or a decline in confi-
dence due to various other factors. This type of 
risk arises from the conviction that a negative 
perception can have significant consequences 
for an institution‘s everyday operations as it 
influences the ability to attract and retain clients, 
maintain business relationships, access capital 
markets, and ultimately, sustain its financial 
performance. 

As a response to this reality, the inclusion of a 
Social Media Risk Score within the Early Warn-
ing System framework is crucial in today‘s digi- 
tal landscape. By automating activities that, 
until recently, required highly trained profes-
sionals, such as sentiment scoring in of social 
media in the retail world, it is now possible to 
efficiently process enormous quantities of data 
from numerous sources. These online commu-
nities have a profound impact as they support 
information exchange, suggest dos and don‘ts 
for retail investors, but also foster swarm in-
telligence. For that matter, they provide an 
intimate insight into the users’ preferences and 
thus should be closely monitored. 

Notably, sentiment analysis is valuable not only 
to the retail investors but also to professionals, 
including hedge funds and short sellers, who 
actively engage with these platforms. Hedge 
funds, for instance, closely gauge market sen-
timent, identify emerging trends, and make 
informed investment decisions. The GameStop 
short squeeze demonstrated how sentiment 
within these communities can have a dramatic 
impact on stock prices and disrupt traditional 
market dynamics. Therefore, understanding 
and accurately interpreting the collective sen-
timent in these online communities is crucial 
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for hedge funds to assess the potential risks and opportunities, manage their positions, and adapt 
their strategies accordingly. Due to these circumstances, financial organizations and regulating 
bodies have started to investigate the possibility of widespread application of advanced machine 
learning (ML) powered sentiment scoring algorithms in assessing risk.

EXHIBIT: 7 – Use Case Scenarios for Sentiment Scoring in the Financial Sector

Market Research and Competitive Analysis​

How - analyze financial news and associ-

ated forums or comment sections​

Why - recognize market dynamics, and 

competitive advantages, assisting in 

strategic decision-making

Trading and Investment Strategies​

How - analyze investment discussion 

boards, forums, trending/influencer 

threads ​

Why - identify sentiment-driven market 

movements and adjust investment deci-

sions accordingly

Risk Assessment ​

How - assess the sentiment of news arti-

cles, and key social media posts related 

to specific companies, industries, or 

market trends​

Why - leverage this information to gauge 

market sentiment, evaluate higher-risk 

exposures, and make informed invest-

ment decisions

Customer Satisfaction​

How - analyze customer feedback from 

surveys and customer support ​

Why - identify areas of improvement, 

address customer concerns, and enhance 

customer satisfaction

Brand Reputation Management​

How - monitor sentiment across internal or 

external online channels​

Why - gauge public opinion about their 

brand and track any shifts in sentiment 

over time, address customer concerns, and 

take proactive measures to manage their 

brand reputation effectively

Product Development and Marketing​

How - analyze product discussion forums 

with keyword filtering​

Why - calibrate product development 

efforts, tailor marketing campaigns, and 

identify opportunities for innovation, 

gauge sentiments regarding existing prod-

ucts or potential offerings

Market Oriented Approach Customer Oriented Approach
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Recognizing the value and potential of senti-
ment analysis, these entities aim to leverage 
the insights derived from ML-powered sen-
timent scoring to enhance risk assessment 
processes and improve decision-making. This 
proactive approach allows them to identify 
potential market disruptions, market manipu-
lation attempts, and systemic risks that could 
have far-reaching consequences. 

As social media platforms continue to dominate 
communication channels, the influence they 
wield over financial markets cannot be ignored. 
Early warning systems enhanced with AI algo-
rithms can identify patterns, detect anomalies, 
and alert risk managers to emerging social 
media-driven reputation risks in aggregate 
but often enough in real-time. To this end, we 
present a proof-of-concept (PoC) analysis that 
outlines on one example the effectiveness of 
ML-powered sentiment scores in predicting 
distress and its implications for financial organ-
izations and regulatory frameworks.
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3.1

MODEL CON-
STRUCTION AND 
CLASSIFICATION 
RULES

3.1 Model construction and classification rules

Motivated by recent events where negative 
public opinion led to the downfall of major cor-
porations, in this analysis we have investigated 
the feasibility of constructing a lightweight 
Early Warning Indicator (EWI) to reputation 
risk. This study considers the aggregated social 
media sentiment as observed in Open Source 
Intelligence (OSINT) data for a particular glob-
al organization in order to assess the power to 
signal distress at an early stage.

Standard Risk Modelling Approach

With regards to the current risk management 
practices, the “social media risk score” can be 
pictured as an EWI or a risk driver within the 
normal Internal Ratings-Based (IRB) models. 
In the simplest terms, EWS could be imagined 
as a classification problem. If such, then during 
development of a predictive model the period 
of distress would be identified on a case-by-
case basis, and an appropriate learning model 
trained using available numeric data. The re- 
sulting model output would be considered either 
a probability, leading to the implementation of 
linear models like logistic regression, or a “traf-
fic light” flagging, resulting in a decision tree. 
In any case, it would be an ordinal set that 
compares contracts and their risk indicators 
within a target time horizon. 

Among the numerous practical reasons why 
this approach has already not been adopted 
is the fact that not all exposures, big or small, 
have a sentiment score that can be computed. 
For example, there is no large community that 
is actively commenting on the status of each 
individual mortgage that a bank has. Secondly, 
even if there were data available, like client 
conversations for each exposure, which is not 
practical in the least, until recently, general 
sentiment analysis has not risen to the occasion 
of being applicable on large datasets with a 
stable output.  This lack of good quality data, 
which cannot support the inference of a long-
run averaged (LRA) risk classification regarding 
observed social media score, motivated risk 
experts to consider different avenues.
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With the aim of still of gaining actionable 
insights, sentiment scoring has started to be 
a service provided for those cases where data 
limitations were under control, and only by 
those suppliers that had advanced knowledge 
and expertise to produce good (enough) quali-
ty outputs. 

EXHIBIT: 8 - Standard development and application approach to risk modelling within the banking sector

As the time of modern ML algorithms emerged, 
it has become possible to estimate the posi-
tivity/negativity of text messages in a more 
streamlined manner and thus introduce a new 
continuous EWI that can be understood on its 
own merits and observed as a function of time. 

Application​

Modelling

Preparation

Objective

•	Internal, behavioral, appli-

cations, Advanced/Founda-

tion  IRB

Objective

•	Economic Downturn esti-

mation​

•	Long-Run Average (LRA)​

•	Margin of Conservatism 

Monitoring

•	User-appropriate applica-

tion​

•	Constant monitoring inter-

face

Data

•	DQ, pooling, rating and  

calibration differentiation​

•	external third-party dataset 

reliance and availability

Segments

•	Portfolio segmentation​

•	Aggregate, pool, infer

Recalibration

•	Material change triggered​

•	Portfolio expansion, re- 

appropriation​

•	Regulatory mandated re- 

calibration

Target Segment​

•	Identify target exposure 

class or type of exposure 

and client pool

Method/Model 

•	PD, LGD, EAD, EL, RWA​

•	Lin. Regression, Decision 

tree, NN

Staging

•	Software solutions, data 

acquisition​

•	Cloud, local/internal hard-

ware

3.1 Model construction and classification rules
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EXHIBIT: 9 - Key dimensions of sentiment scoring for the purpose of Early Warning flagging

Modern Algorithms and Methodology

Most advanced sentiment scoring algorithms, 
which obtain results that are highly correlated 
with those created by humans, are all created 
using Artificial Neural Networks. Specifically, 
Large Language Models (LLM) like the Gen-
erative Pre-trained Transformer (GPT) and 
Language Model for Dialogue Applications 

(LaMDA) have started to infiltrate almost 
every aspect of work in the digital realm. With 
the many versions of open-source transformer 
models that were trained on large datasets of 
high-quality it has become feasible to imple-
ment such advanced methodology with house-
hold hardware and at high frequency to OSINT 
data. That is the choice also made in this study.

Locality |​ Data Quality Credentials

•	Local sources can have intimate knowledge on the subject​

•	Non-local sources have a wider perspective and are less biased

Time horizon |​ Objective and use

•	Spikes show imminent threats and are less prone to fake positive 

signals​

•	Swings are long-term stress warnings that allow earlier reactions

Variability |​ Opinion Polarization

•	Large datasets are more reliable and representative of the population​

•	Polarized public opinion can strongly vary within short time windows

3.1 Model construction and classification rules
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First steps

When aiming to construct a sentiment score 
that informs on changes in public opinion and 
thus consequently warns of general risk increase 
it is important to consider several character-
istics of the model and data. Below we outline 
key considerations for the dimensions of lo-
cality, time horizon and volume as crucial first 
steps.  All other degrees of freedom should be 
based on this initial analysis and understanding 
of the mentioned general characteristics.

Locality

Information and its availability drive opinions. 
People’s minds are influenced whether they are 
involved with a specific company, making their 
involvement a key puzzle piece in interpreting 
their sentiment. Organizations using general 
sentiment need to be cautious about overgen-
eralizing conclusions based solely on local data 
and consider supplementing it with broader, 
non-local data sources for a more comprehen-
sive understanding of social media sentiment.

The obvious advantage of using local data for 
social media sentiment analysis is the relevance 
and contextual understanding it provides.  
Local data captures sentiments and opinions 
from individuals within the specific geographic 

region, allowing for a more accurate assessment 
of social media sentiment within that market. 
It considers cultural nuances, language pref-
erences, and region-specific factors that may 
influence sentiment towards a company or or-
ganization. By using local data, organizations 
can gain valuable insights that are directly ap-
plicable to their target audience. This enables 
users to tailor their strategies and messaging 
accordingly.

One limitation is the potential for bias or low 
representativeness. Local data may not provide 
a comprehensive view of social media senti-
ment if it excludes diverse perspectives or fails 
to capture the opinions of certain demographic 
groups. Additionally, local data may be influ-
enced by regional events or trends that might 
not accurately reflect the broader sentiment 
towards a company or organization. 

In contrast, utilizing non-local data for social 
media sentiment analysis is also beneficial 
due to its broader perspective. Non-local data 
incorporates sentiments and opinions from a 
wider range of sources, potentially spanning 
multiple regions, countries, or even global audi-
ences. This broader view can reveal trends, pat-
terns, or sentiments that might not be evident 

3.1 Model construction and classification rules
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when analyzing only local data. It allows orga- 
nizations to gain insights into how their brand 
or organization is perceived on a larger scale, 
helping them identify opportunities for expan-
sion or detect potential risks across different 
markets. However, non-local data may not 
capture specific regional or cultural factors that 
influence sentiment within a particular market. 
Analyzing sentiments without considering local 
context can lead to misinterpretations or mis- 
alignment in strategies and messaging. Addi-
tionally, language and translation issues may 
arise when dealing with non-local data, as ac-
curate translation and interpretation are crucial 
for understanding sentiments accurately.

To obtain a comprehensive view of social media 
sentiment, organizations should consider a bal- 
anced approach by combining both local and 
non-local data sources. This allows them to 
benefit from localized insights while also gain-
ing a broader understanding of sentiments 
across different markets.

Time horizons

Early warning signaling aims to detect signs of 
potential distress at an early stage. Sentiment 
scores are advantageous because they measure 
time dependent public opinion in a numerical 

form without calibration to previously observed 
distress. Depending on the type of sentiment 
time behavior it is possible to recognize early 
signs of distress, as a 6-month plateau of bad 
sentiment, or imminent risk, if for example 
the negative score hits an overwhelmingly bad 
grade. Depending on the aimed time horizon it 
is crucial to recognize trigger types.

Standard credit risk models consider periods 
from 6 to 12 months as adequate time horizons. 
With this aim an EWI would be appropriate if 
it could be shown to correlate with historical 
downturn periods, while not correlating with 
other financial KPIs. These models generally 
use the Through-the-cycle (TTC) approach and 
capture a robust estimation of risk over the 
entire business cycle. As the horizon is well in 
the future, this approach measures gradual 
evolution of risk drivers and allows proactive 
intervention before problem escalation but can 
suffer from false positives and requires addi-
tional efforts and engagement.

On the other hand, in moments of large and 
statistically significant deviation in public 
opinion, last-minute analyses that focus on the 
point-in-time (PIT) approach signal evident 
problems leaving little room for ambiguity.  

3.1 Model construction and classification rules



293. Constructing a Social Media Risk Sentiment Score

The triggers here would be for example, a 
signal outside previously observed behavior at 
the level of several standard deviations. In this 
case the warnings come late and are limited of 
scope because often enough the public is in-
formed using other news sources that are readi-
ly available in an earlier stage thus making 
proactive mitigation procedures late to act.
When developing a sentiment score often it is 
not possible to observe long periods of time 
or large numbers of companies thus learning 
“from experience” and developing a robust 
distress predictor. To this end, it is important 
to develop support indicators or triggers that 
will not be able to offer an absolute PD score 
but can indicate change in sentiment and thus 
quantify the size of the risk via the size of the 
change.

Volume and variability

Not all companies have the same visibility or 
are equally in the public spotlight. For this rea-
son, the use of large enough data sets is indis-
pensable when estimating social media senti- 
ment for several reasons. Firstly, large data 
sets provide a more representative sample of 
the population‘s sentiment. With a larger data 
set, there is a higher likelihood of capturing 
a diverse range of opinions and perspectives, 

ensuring a more accurate estimation of social 
media sentiment. This helps to mitigate the 
risk of bias and ensures that the analysis reflects 
the true sentiment of a larger segment of the 
population.

Secondly, large data sets allow for more robust 
analysis and statistical modeling. With a suffi- 
cient volume of data points, it becomes possible 
to apply advanced techniques and algorithms 
to extract meaningful and actionable insights. 
These techniques can include sentiment analy-
sis, natural language processing, and machine 
learning algorithms that can uncover patterns, 
trends, and sentiment shifts at a granular level. 
Large data sets enable the identification of 
subtle nuances and sentiment variations across 
different demographics, regions, or time periods, 
providing a more comprehensive understanding 
of social media sentiment. 

Finally, a large dataset might stem from the 
fact that the data source has a high frequency 
of incoming observations. Such a condition can 
allow finer time granularity and perhaps even 
real-time measurement of sentiment (live chat/
comment sections).  

3.1 Model construction and classification rules
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The ramifications of such detailed look are 
immense as they provide the capability to 
quickly react and realign before larger damage 
is done.

Overall, using large data sets to estimate social 
media sentiment increases the accuracy, re-
liability, and generalizability of the analysis. 
It supports organizations and researchers in 
making informed decisions, design effective 
strategies, and tailor their communication 
approaches based on a solid foundation of 
comprehensive and representative social media 
sentiment data.

3.1 Model construction and classification rules
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3.2

A CASE STUDY 
FOR A SWISS 
G-SIB

3.2 A Case Study for a Swiss G-SIB

In the banking sector, using sentiment scores 
holds significant business implications, particu-
larly in monitoring and managing their public 
perception. Tracking sentiment allows banks 
to understand customer sentiment trends, in-
time reactions during critical events or product 
launches, identify general areas of concern or 
dissatisfaction, and proactively address them.
 
Positive sentiment indicates customer satisfac-
tion, which can contribute to increased brand 
loyalty and customer retention. On the other 
hand, negative sentiment signals potential is-
sues that need immediate attention to prevent 
reputational damage and customer attrition. 
As a POC a Social Media Risk Sentiment has 
been implemented in an efficient manner, in 
extreme cases the Social media Risk Sentiment 
could on time signal the possibility of such 
adverse events like a bank runs or company 
boycotts.

The cost-to-benefit ratio of employing social 
media sentiment analysis is generally regard-
ed as highly favorable. The reason why is that 
insights derived from sentiment scores have 
a high actionability and thus very effectively 
contribute to improved customer experiences, 
overall better marketing campaigns, and both 

credit and reputation risk management. In 
general, the net effect of using sentiment scores 
is positive and thus beneficial. Furthermore, 
non-aggregated sentiment analysis empowers 
banks to stay connected with their clients, re-
spond promptly to feedback, and ultimately 
drive their long-term success in a competitive 
marketplace.

The analysis

The purpose of this study was to explore the 
applicability of Neural Network (NN) algorithms 
to (OSINT) within the Early Warning System 
(EWS) domain. Specifically, this PoC focuses on 
the time evolution of user-provided sentiment 
and its predictive capabilities to identifying 
vulnerable states prior to financial crises.  

A Swiss based Global Systemically Important 
Bank has been selected as the subject of in-
vestigation. The choice was made due to the 
public discourse. The dataset under analysis 
consisted of relevant social media platforms 
entries collected over a three-year period com-
mencing on May 1st, 2020. The social media 
risk sentiment score was calculated by analyzing 
the language used in individual social media 
posts and classifying it as positive, negative, or 
neutral.  
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By aggregating the categorized social media 
comments over time, such as days, weeks, or 
months, a way to recognize and investigate 
trends and recognize the overall sentiment tra-
jectory was developed.

To construct the social media risk sentiment 
score, multiple data streams have been identi-
fied, each presenting its own unique set of chal-
lenges. To avoid known data quality pitfalls, 
after initial investigations, appropriate data 
filtering methods were developed so that irrele-
vant entries such as spam or commercials did 
not play a large role. The scores were assigned 
on posts on a whole, but also on a sentence 
level, from which post sentiments were calcu-
lated. Each entry was considered as a sum of 
statements with different weight of relevance 
to the considered topic, namely the Bank. The 
results were integrated over a selection of time 
periods and a polynomial trend line was ob-
tained using standard statistical analysis meth-
ods. Different approaches to filtering, aggrega-
tion, scoring and fitting have been considered, 
at both post and sentence level, and used to 
estimate systemic uncertainty due to method 
selection.

Observations

The data presented in EXHIBIT: 10 shows a 
consistent negative social media platform 
based public perception of the Bank, with over 
50% of the sentiment being negative through-
out the considered timeline. This sustained 
negative sentiment raises concerns about the 
Bank‘s reputation and public perception. Further- 
more, it is notable that the negative sentiment 
reached a plateau in the second half of 2021 
and persisted for more than a year. This exten- 
ded period of negativity suggests deep-rooted 
and continued issues that were of significant 
concern to the public. The subsequent steep rise 
in negative social media sentiment observed by 
the end of 2022, consistently increasing month-
over-month, highlights a worsening situation.

3.2 A Case Study for a Swiss G-SIB
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EXHIBIT: 10 - Social Media Sentiment Risk Score

This indicates that there were ongoing discus-
sions and concerns among the public, potentially 
indicating further deep nested problems faced 
by the financial institution. The presence of a 
Negative Sentiment Risk Corridor, with one 
standard deviation of variability between the 
predicted and observed sentiment, adds to the 
indicate the significance of the observation. 
This risk corridor underscores the predictive 

power of social media sentiment analysis in 
signaling aggregated risks such as reputational, 
operational, and credit risks. Credit Risk from 
a collateral management point of view consid-
ering that a permanent negative perception 
leading to a steadily decrease of the share-
price, which also strongly correlated in the ob-
servation period. A continued decrease in the 
share price would have potential impacts from 

Negative 

Sentiment

Year

>67% average monthly 

negative sentiment has been 

observed while at the peak 

the Social Media Sentiment 

Risk Score reached 84%

>50% of all comments on 

Social Media Platforms were 

negative over the course of 3 

years

Negative Sentiment Risk Corridor Trend Data Point

3.2 A Case Study for a Swiss G-SIB
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a credit monitoring point of you considering a 
financial security backed loan (e.g. Lombard) 
having shares of that particular institution in 
the collateral portfolio. 

It can be supposed that the maintained pla-
teau of negative sentiment culminated with the 
early 2023 worsening. In that sense, the late 
2020 increase in negativity can be recognized 
as an early warning trigger, pointing to distress 
to come in about 18 months. If the sentiment 
went down, then the plateau would be no more, 
thus signaling a healing of sort and an increase 
in the positive outlook. 

Ex ante, it is challenging to define a statisti-
cally motivated plateau length that if achieved 
can serve as a hard trigger. However, dynamic 
thresholds can be set by senior management 
and for instance including public relations as 
organizational experts determining the trigger 
 for negative public opinion and making it a 
candidate at early stage for the monitoring 
watchlist. 

Overall, these findings prove that the public 
discourse can be of short memory, while in 
contrast a sentiment score could still have the 
power to point to a shift in outlook and thus 

aid in addressing possible distress well in ad-
vance. Finally, it highlights the importance of 
considering various potential risks and implica-
tions associated with such sentiment patterns, 
including their impact on the Bank's reputation, 
operational effectiveness, and creditworthiness. 

3.2 A Case Study for a Swiss G-SIB
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3.3

A CRITICAL  
VIEW ON THE  
SOCIAL MEDIA 
SENTIMENT RISK 
SCORE 

3.3 A critical view on the Social Media Sentiment Risk Score 

It is crucial to acknowledge that the integra-
tion of AI, particularly the social media sen-
timent score, into the traditional rules based 
early warning system could have played a piv-
otal role in preventing losses and increasing 
preparedness and readiness. By leveraging re- 
sponsible AI practices and ensuring high data 
quality, the early warning system can capture 
and analyze sentiment from social media, pro-
viding valuable insights into public perception 
and potential risks. This enhancement allows 
financial institutions to proactively identify 
emerging trends and sentiment shifts, enabling 
them to take appropriate measures to mitigate 
potential risks and optimize their risk-return 
profile.

Still, with advances being published on a weekly 
basis, there is no single best modeling technique. 
The approach of choice should be influenced to 
a large extent by the purpose that the model is 
supposed to serve and how it will be used con- 
sidering current regulatory minimum require-
ments and leading practice. Furthermore, there 
is an unavoidable variability in sentiment scoring 
due to its subjective nature. It is known that 
some sentiments can be subtle, context-depen- 
dent, or rely on understanding metaphors or 
sarcasm. This can be challenging to humans as 

well as automated systems, including modern 
Neural Network algorithms like transformer 
models. Moreover, sentiment analysis models 
can be sensitive to biases present in the train-
ing data, potentially leading to biased predic-
tions. To address this concern, multiple score 
aggregation strategies must be considered, 
enabling consistency checks, and providing an 
estimate of the inherent systematic uncertainty 
arising from model selection.
  
With regards to the model inputs, first efforts 
in initiating any largescale and future-proof 
scoring system must be attributed to an effi-
cient data storage for facilitating data access 
and analysis and complying with the BCBS239 
principles. The aim should be a streamlined 
data processing and visualization for effective 
information communication. If setup is made 
with foresight, then extracting important infor-
mation and predicting user content and senti-
ment requires low maintenance and can itself 
be automated. Data preprocessing pipelines 
and aggregation procedures should incorporate 
modular architecture so that any additions to 
the procedure are “plug-n-play” while reversal 
to older versions is equally simple. This approach 
would also support auditing efforts as change 
log creating is effortless. 
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It is beneficial to differentiate OSINT sources 
regarding their type and thus the kind of influ-

ence exerted on their readership. In general, 
data from reputable news sources is in many 
ways more uniform and easier to interpret. 
There is a strong incentive for clear communi-
cation and double meaning is almost nonexist-
ent. On the other hand, blogs, forums, or chat-
rooms offer a more direct way of measuring 
the “pulse of the people” but suffer a tradeoff 
in quality as they often serve as echo chambers 
to the extreme point of view, contain flight of 
fancy opinions, or off-topic conversation that 
can confuse the algorithms, or in the most 
recent cases, contain bot created non-opinions 
used more to influence or confuse the readership. 

These are of course not the only sources of 
opinion that can be scanned and considered. 
For example, valuable insights can be ob-
tained from internal chat rooms or customer 
complaints contact points. Such sources do 
not drive social media sentiment, as there is 
no feedback loop, but do measure a segment 
of the population, usually the more extremely 
opinionated one. Due to such issues, it is es-
sential to develop prudent data pre-processing 
and filtering steps to minimize the effects of 
vacuous or disingenuous text entries. 

Finally, as is the case in this POC, assigning a 
number that informs on the amount of positivi-
ty or negativity that is expressed in a sentence 
is at this moment not possible. Two sentences 
can both be positive but still exude very dif-
ferent effects on the readership (“OK” vs. “the 
best”). With that observation it is rather easy 
to conclude that any approach that needs ab-
solute values, which hold a generally interpret-
able quality, is challenging. 

To this end, in this POC demonstrated that it is 
not important to measure absolute sentiment, 
but to in a uniform way observe a change. 
Hard triggeres might be possible to set, but 
would still require expert setting as a starting 
point and overtime, a What-Is and What-If 
based approach including automated calibration.

3.3 A critical view on the Social Media Sentiment Risk Score 
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4.1

THE WATCH  
LIST 

4.1 The Watch List 

Within the domain of credit risk management, 
financial institutions encounter the task of pro-
ficiently overseeing and alleviating risks linked 
to their credit exposures. The utilization of a 
Watchlist has surfaced as a valuable mecha-
nism to tackle this challenge. A Watchlist refers 
to a specific group of financial instruments, 
such as securities or loans, that are subjected 
to heightened scrutiny within a broader range 
of assets. Watchlists are as such an integral 
component of the Credit Risk Monitoring frame- 
work within Credit Portfolio Management. The 
objective of these efforts is two-pronged, 
namely, to augment risk management strate- 
gies and to potentially recognize favorable 
prospects. Comprehensive policies and proce-
dures are established by institutions to monitor 
credit exposures and borrowers who exhibit 
heightened risk levels. These policies entail the 
ongoing surveillance of EWI and the subsequent 
discernment of entities that are to be incorpo-
rated into the watchlist. To ensure a proactive 
approach to risk mitigation, effective watchlist 
monitoring entails the consideration of various 
aspects. The process includes the examination 
of adverse occurrences or patterns that could 
potentially jeopardize a cohort of debtors, en- 
compassing factors such as economic, demo- 
graphic, or technological elements.  

The borrower's credit score or rating is evaluat-
ed, enabling more frequent communication and 
the gathering of supplementary details such as 
financial forecasts. The monitoring process in-
cludes evaluating credit limits and considering 
potential adjustments or cancellations of un-
derutilized limits. Regular review of specific re-
ports generated from monitoring this watchlist 
is conducted by key stakeholders, such as the 
head of the risk management function, heads 
of credit-granting functions, credit portfolio 
management and joint management bodies 
between first line and second line of defense. 
The adoption of all-encompassing watchlist 
protocols and meticulous surveillance of enti-
ties enlisted on the watchlist can enhance the 
risk mitigation strategies of financial establish-
ments. The adoption of a proactive approach 
can be efficacious in addressing credit risks and 
safeguarding portfolios against possible unfa-
vorable occurrences. This holistic approach to 
credit risk management also includes consider-
ing signals from the supply chain view. Institu-
tions recognize that disruptions and challenges 
in the supply chain can have a significant im-
pact on the creditworthiness of borrowers. 

Economic, demographic, or technological 
threats that affect a group of borrowers can 
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originate from disruptions within their supply 
chains. effective watchlist monitoring involves 
considering various aspects, including cli-
mate-related risks. Physical risks, such as ex-
treme weather events and rising sea levels, as 
well as transition risks associated with the shift 
to a low-carbon economy, can have a material 
impact on borrowers' credit profiles. Therefore, 
the monitoring of the watchlist also involves 
analyzing signals related to the supply chain 
view and climate change in order to cope with 
second order effects. This includes assessing the 
stability and resilience of suppliers, the pres-
ence of concentration risks, or vulnerabilities to 
events such as natural disasters or geopolitical 
shifts.

4.1 The Watch List 
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4.2

PREVENTING 
MANAGEABLE 
CREDIT RISK –  
WHAT IS AND 
WHAT IF

4.2 Preventing manageable credit risk – What is and What If

When considering the supply chain view in credit risk management, it is crucial to assess the indi-
vidual borrower but also to delve in detail into their broader securities portfolio (collateral). 
One aspect of particular importance is screening for second order concentration. 
Second order concentration arises when a client possesses a seemingly diversified securities port-
folio, but certain holdings within that portfolio are interconnected through the supply chain.

EXHIBIT: 11 - Second Order View of Portfolios

Figure 1: Diversified Client Portfolio - First Order Figure 2: Concentrated Client Portfolio - Second Order
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Let's think about an example to demonstrate this idea. Let's say a client's portfolio includes 
shares of a well-known electric vehicle manufacturer (EVM). Even though this may appear to be 
a diversified investment and solid collateral for a Lombard facility, it raises questions when we 
consider that the EVM supply chain is also included in the same portfolio. In this case, any obsta-
cles or disruptions to EVM's supply chain could have a major effect on the client's total portfolio, 
raising concerns about concentration and risk. The client securities portfolio illustration makes it 
abundantly evident that, in the first instance, the credit risk officer can draw the conclusion that 
the portfolio appears to be well-diversified and the risk is in on acceptable level considering the 
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a client’s portfolio, financial institutions can 
better understand the potential ripple effects 
of disruptions or vulnerabilities in the supply 
chain. This knowledge allows them to assess the 
overall risk exposure accurately and implement 
appropriate risk mitigation measures, such as 
diversification strategies or alternative sourc-
ing arrangements.This entails investigating the 
interconnectedness of client portfolios, taking 
into account joint exposures, supplier linkages, 
or widespread supply chain weaknesses. With 
the use of such analysis, the institution is able 
to evaluate the potential knock-on consequenc-
es of disruptions and take preemptive steps 
to reduce systemic risks. Additionally, credit 
portfolio managers may make the best use of 
this data to maximize their resource and risk 
appetite allocation.

potential assigned Standard Loan-to-Value 
(LtV) ratios. With over 60% of the shares be-
longing to the same value chain, a closer ex-
amination reveals that in the second order 
perspective, supply chain concentration is fairly 
significant. In a perfect world, the LtV cal-
culation engine of the bank would take into 
account supply chain data when allocating the 
appropriate LtV to the assets. In spite of the 
possible lack of supply chain resilience demon-
strated by the COVID-19 pandemic, experience 
with client systems has indicated that this has 
not yet been explored or is only seen as a nice-
to-have feature.

Identifying and addressing second order con-
centration is critical in credit risk management. 
By thoroughly analyzing the interconnections 
within a client’s portfolio, financial institutions 
can better understand the potential ripple 
effects of disruptions or vulnerabilities in the 
supply chain. This knowledge allows them to 
assess the overall risk exposure accurately and 
implement appropriate risk mitigation meas-
ures, such as diversification strategies or al-
ternative sourcing arrangements. Identifying 
and addressing second order concentration is 
critical in credit risk management. By thor-
oughly analyzing the interconnections within 
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EXHIBIT: 12 - A Total Bank  Second Order Asset Concentration View

EVM ​

10% of the total  

banks portfolio​

Supplier 1 ​

10% of the total banks 

portfolio

EVM Customer 1​

10% of the total banks 

portfolio

Supplier 2​

6% of the total banks 

portfolio

EVM Customer 2

10% of the total banks 

portfolio

Supplier 3​

5% of the total banks 

portfolio

EVM Customer 3​

10% of the total banks 

portfolio

Supplier …​

…% of the total banks 

portfolio

EVM Customer …​

10% of the total banks 

portfolio

Supplier 4-65 ​

3% of the total banks 

portfolio

EVM Customer 80-100k​

3% of the total banks 

portfolio

4.2 Preventing manageable credit risk – What is and What If

They can decide on risk mitigation techniques 
including reducing credit limits, diversifying 
client contacts, or entering into alternative 
sourcing agreements by determining areas of 
overexposure or excessive concentration.

When discussing early warning systems and the 
integration of reverse stress, it is crucial to take 
into account the regulatory frameworks, name-
ly IFRS 9 and CECL. The mentioned prospective 

regulations were formulated in reaction to the 
financial crisis that occurred between 2008 and 
2009, with the objective of detecting potential 
risks in banks' financial records at an earli-
er stage. The IFRS 9 places emphasis on the 
concept of Expected Credit Loss whereas the 
Current Expected Credit Loss methodology is 
utilized within the framework of the Generally 
Accepted Accounting Principles in the United 
States.
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EXHIBIT: 13 - What Is and What If 

Actual Performance Indicators​  

Figures and Warnings

Forward Looking Performance Indicators​

Early Warning Scores and Sentiments​

•	Expected Credit Loss​

•	Profit, Capital​

•	Liquidity ​

•	Credit Risk​

•	Climate Risk​

•	Supply Chain Risk​

•	Geopolitical Risk

What is What if

4.2 Preventing manageable credit risk – What is and What If

IFRS 9 and CECL necessitate that financial institutions evaluate and integrate prospective data 
into their credit risk models. This entails the contemplation of multiple scenarios and conducting 
stress tests on their portfolios to assess the possible ramifications of unfavorable occurrences. 
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The integration of reverse stress testing enables 
financial institutions to detect potential weak-
nesses and evaluate their capacity to withstand 
adverse circumstances. This enables individuals 
or organizations to anticipate and tackle po- 
tential hazards by implementing suitable mea-
sures to minimize their impact. The adoption 
of these standards has resulted in an increased 
level of intricacy and computational burden 
in the process of impairment calculations, 
necessitating substantial investment of both 
time and resources. It is imperative that fi-
nancial institutions possess a comprehensive 
comprehension and ownership of their credit 
loss computations. This will allow for enhanced 
management of their balance sheets and profit 
and loss statements, as well as a holistic un-
derstanding of potential future developments. 
Recent events, such as the COVID-19 pandem-
ic, have underscored the significance of robust 
model governance and model risk management 
procedures. It is key for banks to ensure that 
their models are statistically sound, relevant, 
and flexible, particularly when confronted with 
unforeseen circumstances. This entails the eval-
uation of the effects of climate change and the 
incorporation of climate-related risk elements 
into their models and stress testing endeavors. 

The regulatory focus on climate change under-
scores the necessity for prospective analysis 
and evaluations based on scenarios to identify 
possible risks.

Early warning systems, particularly in the credit 
value chain, require the necessary attention, 
complexity management, and continuous 
enhancement to ensure competitiveness and 
maintain a comprehensive view of risks. By 
adopting a holistic and forward-looking ap-
proach while including “What Is” with “What If” 
and the technology, methodology and peo-
ple-skill overhaul, financial institutions can bet-
ter anticipate and respond to emerging chal-
lenges in the ever-evolving financial landscape 
and maintain competitive advantage.

4.2 Preventing manageable credit risk – What is and What If
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In the construction of AI models, it is vital to prioritize responsible AI practices to mitigate risks 
effectively. Responsible AI encompasses various dimensions that are critical for model develop-
ment and deployment. Firstly, ethics play a crucial role in ensuring that AI systems operate within 
ethical boundaries, respecting human values, privacy, and societal norms. This involves consider-
ing the potential ethical implications of AI algorithms and ensuring transparency and accounta-
bility in decision-making processes

Vertical Dimension Vertical Dimension

Data Ethics​

People Discrimination​

Model Design Explainability & Interpretability​

Vendors Unintended Effects​

System & Framework Resilience​



47Appendix  - Important Dimensions for Responsible AI

Discrimination is another dimension that needs 
careful attention. AI models should be designed 
and trained to avoid bias and discrimination, 
ensuring fair treatment and equal opportuni-
ties for all individuals, regardless of their char-
acteristics or background. Unintended effects 
are also significant concerns. AI systems should 
be thoroughly assessed to identify and address 
any unintended consequences or negative 
impacts that may arise from their use. This 
involves anticipating and mitigating potential 
risks associated with the deployment of AI 
models. Explainability and interpretability are 
essential for building trust and understanding 
in AI systems. Models should be designed to 
provide clear explanations and justifications 
for their decisions, enabling stakeholders to 
comprehend how and why specific outcomes 
are reached. This fosters transparency and 
accountability in AI applications. Lastly, re-
silience is a crucial aspect of responsible AI. 
AI models should be designed to be robust 
and resilient, capable of adapting to changing 
conditions and withstanding potential attacks 
or vulnerabilities. This involves considering 
potential threats, ensuring system integrity, 
and implementing measures to enhance model 
resilience.  

Considering these dimensions – ethics, dis-
crimination, unintended effects, explainabil-
ity & interpretability, and resilience – is vital 
throughout the model construction process. By 
adhering to responsible AI practices, organi-
zations can develop AI models that are trust-
worthy, fair, and aligned with societal values, 
thereby mitigating risks and promoting posi-
tive outcomes in the AI ecosystem.
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Data

•	Ethical sourcing and use of data​

•	Protecting user privacy and consent​

•	Ensuring data quality and 
representativeness

People

•	Promoting ethical use of sentiment 
analysis by individuals​

•	Educating users on potential biases and 
limitations of sentiment scores​

•	Encouraging responsible sharing and 
interpretation of sentiment analysis results

System & Framework

•	Ethical deployment and use of sentiment 
analysis systems​

•	Protecting against algorithmic 
manipulation or abuse​

•	Ensuring user consent and control over 
data usage

Vendors

•	Ethical development and deployment of sentiment analysis tools

•	Responsible sharing of user data with vendors​

•	Evaluating vendor practices for bias mitigation and ethical considerations

Model Design

•	Ensuring ethical design and use of AI 
models​

•	Preventing malicious uses of sentiment 
analysis​

•	Avoiding amplification of harmful content 
or sentiment

Ethics
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Data

•	Identifying and addressing biases in 
training data​

•	Ensuring diverse and inclusive data 
representation​

•	Mitigating the risk of reinforcing 
stereotypes or discrimination

People

•	Addressing user concerns and feedback 
regarding biased or unfair sentiment 
analysis results​

•	Ensuring user trust in sentiment analysis 
systems​

•	Fostering user empowerment and control 
over system outputs

System & Framework

•	Ensuring equitable access to sentiment 
analysis tools​

•	Avoiding discriminatory or biased system 
behavior​

•	Addressing potential harms or unintended 
consequences

Vendors

•	Vendor accountability for biased or unfair sentiment analysis outcomes​

•	Ensuring diversity and inclusion in vendor teams and practices​

•	Addressing potential vendor lock-in or monopolistic behavior

Model Design

•	Bias mitigation in model training and 
validation​

•	Fair representation of different user 
groups​

•	Addressing algorithmic discrimination or 
prejudice

Discrimination​
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Data

•	Unforeseen and unintended consequences 
of data usage​

•	Potential for malicious data manipulation​

•	Misinterpretation of user-generated 
content

People

•	Potential for misuse or misinterpretation 
of sentiment analysis results by individuals​

•	Emotional impact on individuals from 
system-generated sentiment scores

System & Framework

•	 System errors or malfunctions leading to 
incorrect sentiment scores​

•	Potential for system vulnerabilities or 
exploitation

Vendors

•	Reliance on vendor expertise and proprietary algorithms for sentiment analysis​

•	Potential vendor limitations or biases in sentiment analysis models

Model Design

•	Uncertain and unintended model behavior​

•	Potential for model-generated content 
to spread misinformation or harmful 
sentiment

Unintended Effects
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Data

•	 Understanding data selection criteria 
and weighting​

•	Transparency in data collection methods 
and pre-processing steps​

•	Mitigating the risk of data manipulation 
or tampering

People

•	Promoting transparency in sentiment 
analysis processes and limitations​

•	Encouraging critical thinking and 
contextual interpretation of sentiment 
scores​

•	Supporting user feedback and 
accountability mechanisms

System & Framework

•	Ensuring transparency in system design 
and functionality​

•	Auditing and accountability mechanisms 
for system behavior​

•	Addressing user concerns and feedback 
regarding system performance

Vendors

•	Transparency in vendor practices and model training methodologies​

•	Vendor cooperation in addressing biases, limitations, or concerns​

•	Supporting user choice and interoperability between sentiment analysis vendors

Model Design

•	Interpretability and Transparency of 
model decisions​

•	Ability to explain the factors contributing 
to sentiment scores​

•	Identifying and addressing model 
limitations or biases

Explainability & Interpretability
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Data

•	Monitoring data sources for relevance and 
accuracy​

•	Adapting to evolving user behaviors and 
communication patterns​

•	Ensuring data currency and relevance 
over time

People

•	Building user awareness and 
understanding of sentiment analysis 
technology​

•	Adapting to changing user expectations 
and needs​

•	Empowering users to provide input on 
system improvements

System & Framework

•	Continuous system monitoring and risk 
assessment​

•	Regular system updates and patches to 
address vulnerabilities​

•	Adapting to changing regulations and 
standards

Vendors

•	 Regular vendor evaluations and risk assessments​

•	Diversifying vendor partnerships to avoid over-reliance​

•	Adapting to changes in vendor offerings or market dynamics

Model Design

•	Continuous model monitoring and 
performance evaluation

•	Regular model updates and retraining 
to adapt to evolving language and user 
behavior​

•	Mitigating model degradation or drift 
over time

Resilience
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